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AM/NS Calvert LLC (Calvert)
SUPPLY CHAIN SECURITY QUESTIONNAIRE/SURVEY
(As Updated: February 2016)

	

	FORM COMPLETION INSTRUCTIONS:
PER EACH INQUIRY, PLEASE SELECT THE CORRECT RESPONSE AND PROVIDE ANY ADDITIONAL INFORMATION AS REQUESTED.






	
PLEASE PROVIDE THE FOLLOWING INFORMATION (PLEASE PRINT)

	NAME OF YOUR ORGANIZATION
	

	SURVEY RESPONDENT
(NAME PERSON COMPLETING QUESTIONNAIRE )
	

	YOUR EMAIL ADDRESS
	

	PHONE NUMBER
	






	THANK YOU FOR SHARING YOUR VALUED TIME RELATIVE TO COMPLETING THIS QUESTIONNAIRE. SHOULD YOU HAVE ANY QUESTIONS REGARDING THE COMPLETION OF THIS DOCUMENT, PLEASE DO NOT HESITATE TO CONTACT THE TRANSMITTER OF THIS SURVEY OR YOUR RESPECTIVE AMUSA PROCUREMENT REPRESENTATIVE.






SECTION ONE: SUPPLY CHAIN SECURITY ASSESSMENT

C-TPAT CERTIFIED SUPPLIERS 

1. IS YOUR ORGANIZATION A VOLUNTARILY AND CERTIFIED PARTICIPANT WITHIN US CUSTOMS AND BORDER PROTECTION (CBP) CUSTOMS –TRADE AND PARTNERSHIP AGAINST TERRORISM (C-TPAT)? 

IF YES, PLEASE PROVIDE THE FOLLOWING INFORMATION 
SVI # _______________________________, OR ENTER THE C-TPAT PORTAL AND SELECT AM/NS CALVERT LLC AS A BUSINESS PARTNER.

IF NO, PLEASE PROCEED TO THE NEXT INQUIRY. 

2. IF YOUR ORGANIZATION RECENTLY CONSIDERED C-TPAT REGISTRATION, HAS YOUR SECURITY PROFILE BEEN SUBMITTED TO CBP?

IF YES, PLEASE PROVIDE THE FOLLOWING INFORMATION
	DATE OF APPLICATION,
	

	NAME,
	

	AND EMAIL ADDRESS OF YOUR C-TPAT ACCOUNT MANAGER
	



NON C-TPAT CERTIFIED SUPPLIERS

1. IS YOUR FIRM AN ACTIVE PARTICIPANT WITHIN AN ALTERNATE SUPPLY CHAIN SECURITY PROGRAM AS ACCREDITED BY THE WORLD CUSTOMS ORGANIZATION (WCO)?

IF YES, PLEASE PROVIDE THE FOLLOWING INFORMATION 
	NAME THE COUNTRY OF ORIGIN,
	

	NAME OF PROGRAM,
	

	AND REGISTRATION NUMBER
	



2. DO YOU PLAN TO INITIATE WITHIN THE NEXT COUPLE OF MONTHS THE IMPLEMENTATION OF AN ALTERNATE SUPPLY CHAIN SECURITY PROGRAM AS CONSISTENT WITH WCO COMPLIANCE REQUIREMENTS?

YES	|_|					NO	|_|

SECTION TWO: POINT OF ORIGIN SECURITY

FACTORY OVERVIEW

1. FROM WHICH COUNTRY OF ORIGIN DID THE GOOD(S) THAT ARE BEING SUPPLIED TO CALVERT ORIGINATE?

______________________________________________________

2. IS THE COUNTRY OF ORIGIN OF YOUR FACILITY THE SAME AS THE COUNTRY OF ORIGIN OF THE GOODS BEING SUPPLIED TO CALVERT?

YES	|_|					NO	|_|

3. DOES YOUR FACILITY WITHIN THIS COUNTRY OF ORIGIN HAVE A SUPPLY CHAIN SECURITY POLICY STATEMENT?

YES	|_|					NO	|_|

4. ARE YOUR CARGO HANDLING AND/OR CARGO FORWARDING FIRM(S) ACTIVE PARTICIPANTS WITHIN A SUPPLY CHAIN SECURITY PROGRAM AS ACCREDITED BY THE WORLD CUSTOMS ORGANIZATION?

YES	|_|					NO	|_|


SECTION THREE: PHYSICAL SECURITY AND ACCESS CONTROLS

1. IS YOUR PRODUCTION FACILITY PREMISES SECURED (FENCING, ADEQUATE LOCKING AND MONITORING DEVICES FOR ALL DOORS, WINDOWS AND GATES) FROM ANY UNAUTHORIZED ACCESS?

YES	|_|					NO	|_|

2. DO YOU HAVE A WAREHOUSING OPERATION? (IF NO, PLEASE SKIP TO QUESTION #5 WITHIN THIS SECTION)

YES	|_|					NO	|_|

3. IS THIS WAREHOUSE AT THE SAME LOCATION AS YOUR PRODUCTION FACILITY?

YES	|_|					NO	|_|

4. ARE SECURITY CONTROLS IN PLACE AT THE WAREHOUSE TO PREVENT UNAUTHORIZED ACCESS? 

YES	|_|					NO	|_|

5. DOES YOUR FIRM UTILIZE CHECK-IN AND CHECK-OUT POLICIES AND PROCEDURES FOR VISITORS TO ANY OF YOUR FACILITIES?

YES	|_|					NO	|_|

SECTION FOUR: PROCEDURAL SECURITY AND DOCUMENTATION PROCESSING

1. ARE INTERNAL CONTROLS IN PLACE TO RESTRICT UNAUTHORIZED ACCESS TO YOUR ORGANIZATION’S INFORMATION / COMPUTER SYSTEMS?

YES	|_|					NO	|_|

2. ARE POLICIES AND PROCEDURES IN PLACE TO PROPERLY VERIFY THE IDENTIFICATION OF YOUR CARGO HANDLING AND CARGO FORWARDING SERVICE PROVIDERS?

YES	|_|					NO	|_|

3. DOES YOUR FIRM REQUIRE THAT YOUR CARGO HANDLING AND CARGO FORWARDING SERVICE PROVIDER(S) DEMONSTRATE ACTIVE PARTICIPATION WITHIN A SUPPLY CHAIN SECURITY PROGRAM AS ACCREDITED BY THE WORLD CUSTOMS ORGANIZATION?

YES	|_|					NO	|_|
4. DOES YOUR FIRM HAVE A SYSTEM TO TRACK CARGO MOVEMENT FROM YOUR FACILITY TO THE POINT OF DESTINATION?

YES	|_|					NO	|_|

5. DOES YOUR FIRM KEEP RECORDS OF ALL INBOUND AND OUTBOUND CARGO HANDLING AND/OR MOVEMENT?

YES	|_|					NO	|_|

6. DOES YOUR FIRM HAVE POLICIES AND PROCEDURES THAT ENSURE THAT ACCURATE INFORMATION IS CONVEYED WITHIN ALL RELEVANT MANIFESTOS?

YES	|_|					NO	|_|

7. DOES YOUR FIRM HAVE POLICIES AND PROCEDURES TO IDENTIFY AND/OR ADDRESS CARGO RELATED DISCREPANCIES (i.e., SHORTAGES/OVERAGES)?

YES	|_|					NO	|_|


SECTION FIVE: CONTAINER SECURITY, CONTAINER INSPECTION

1. DOES YOUR FIRM UTILIZE CONTAINERS WHEN FORWARDING GOODS TO THE USA?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

2. DOES YOUR FIRM REQUIRE CONTAINER PROVIDERS TO PERFORM SECURITY INSPECTIONS AND FURTHER CERTIFY CONTAINER INTEGRITY PRIOR TO DELIVERY?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|


3. DOES YOUR FIRM CONDUCT A SEVEN POINT INSPECTION PROCESS (FRONT WALL, LEFT SIDE, RIGHT SIDE, FLOOR, CEILING/ROOF, INSIDE/OUTSIDE DOORS, OUTSIDE/UNDERCARRIAGE) TO FURTHER VERIFY THE PHYSICAL INTEGRITY OF THE CONTAINER STRUCTURE PRIOR TO STUFFING?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

4. DOES YOUR FIRM HAVE POLICIES AND PROCEDURES IN PLACE TO VERIFY THE RELIABILITY OF THE LOCKING MECHANISMS OF THE DOORS OF THE CONTAINER PRIOR TO STUFFING?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

5. DOES YOUR FIRM HAVE WRITTEN PROCEDURES AS TO HOW SEALS ARE TO BE CONTROLLED AND AFFIXED TO LOADED CONTAINERS?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

6. DOES YOUR FIRM AFFIX A HIGH SECURITY SEAL TO ALL LOADED CONTAINERS BOUND FOR THE U.S.?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

7. DOES YOUR FIRM SELECTION OF CONTAINER SEALS MEET OR EXCEED ISO 17712 STANDARDS?

YES	|_|		NO	|_|		NOT APPLICABLE	 |_|

IF YES, PLEASE INDICATE THE MAKE AND MODEL OF SEAL USED:



8. IF YOU SELECTED “NOT APPLICABLE” AS A RESPONSE TO ANY QUESTION IN THIS SECTION, DO YOU CERTIFY THAT YOUR FIRM WILL NOT UTILIZE CONTAINERS FOR CALVERT SPECIFIC SHIPMENTS?

YES	|_|					NO	|_|

SECTION SIX: LESS-THAN TRUCK LOAD

1. DOES YOUR FIRM DEMONSTRATE ACTIVE PARTICIPATION WITHIN A SUPPLY CHAIN SECURITY PROGRAM, AS ACCREDITED BY THE WORLD CUSTOMS ORGANIZATION?

IF YES, PLEASE PROVIDE THE FOLLOWING INFORMATION 
	NAME THE COUNTRY OF REGISTRATION,
	

	NAME OF PROGRAM,
	

	AND REGISTRATION NUMBER
	



2. DOES YOUR FIRM REQUIRE ITS RESPECTIVE TRUCKING SERVICE PROVIDER TO USE A HIGH SECURITY PADLOCK OR SIMILARLY APPROPRIATE LOCKING DEVICE WHEN PICKING-UP LOCAL FREIGHT?

YES	|_|					NO	|_|


SECTION SEVEN: PERSONNEL SECURITY

1. DOES YOUR FIRM CONDUCT BACKGROUND CHECKS ON POTENTIAL NEW EMPLOYEES?

YES	|_|					NO	|_|


2. DOES YOUR FIRM KEEP EMPLOYEE ATTENDANCE RECORDS, AND ARE THERE POLICIES AND PROCEDURES THAT FURTHER ADDRESS IRREGULAR OR INADEQUATE ATTENDANCE?

YES	|_|					NO	|_|

3. DOES YOUR FIRM HAVE POLICIES AND PROCEDURES THAT REQUIRE APPROPRIATE CHECKS OF ANY EMPLOYEE OR POTENTIAL EMPLOYEE IMMIGRATION AND NATURALIZATION STATUS?

YES	|_|					NO	|_|

4. DOES YOUR FIRM HIRE EMPLOYEES BASED ON EMPLOYEE RECOMMENDATION, WITHOUT OBTAINING REFERENCES DIRECTLY FROM PREVIOUS EMPLOYER(S)?

YES	|_|					NO	|_|

5. DOES YOUR FIRM CONDUCT MANDATORY DRUG TESTING FOR ALL CURRENT AND/OR POTENTIAL NEW EMPLOYEES?

YES	|_|					NO	|_|

SECTION EIGHT: EDUCATION AND TRAINING AWARENESS

1. DOES YOUR FIRM HAVE A SUPPLY CHAIN - SECURITY AWARENESS PROGRAM IN PLACE?

YES	|_|					NO	|_|

2. DOES YOUR FIRM HAVE A PLANT/OFFICE BUILDING - SECURITY AWARENESS PROGRAM IN PLACE?

YES	|_|					NO	|_|

3. DOES YOUR COMPANY CONDUCT IN-HOUSE THREAT AWARENESS TRAINING FOR YOUR EMPLOYEES?

YES	|_|					NO	|_|

SECTION NINE: INFORMATION TECHNOLOGY

1. DOES YOUR FIRM HAVE SEPARATE PASSWORDS FOR ACCESSING THE INTERNET NETWORK?

YES	|_|					NO	|_|

2. ARE EMPLOYEES OR AUTHORIZED USERS FORCED TO CHANGE PASSWORDS PERIODICALLY?

YES	|_|					NO	|_|

3. DOES THE COMPANY HAVE A CORPORATE IT SECURITY POLICY?

YES	|_|					NO	|_|

4. ARE EMPLOYEES REQUIRED TO READ THE CORPORATE IT SECURITY POLICY?

YES	|_|					NO	|_|
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